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Abstract. By interconnecting nanomachines and forming nanonetworks, the capacities of single nanomachines are expected to 
be enhanced as the ensuing information exchange will allow them to cooperate towards a common goal. Nowadays, systems 
normally use electromagnetic signals to encode, send and receive information, however, in a novel communication paradigm, 
molecular transceivers, channel models or protocols use molecules. This article presents the current developments in 
nanomachines along with their future architecture to better understand nanonetwork scenarios in biomedical applications. 
Furthermore, to highlight the communication needs between nanomachines, two applications for nanonetworks are also 
presented: i) a new networking paradigm, called the Internet of NanoThings, that allows nanoscale devices to interconnect with 
existing communication networks, and ii) Molecular Communication, where the propagation of chemical compounds like drug 
particles, carry out the information exchange.	
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1. INTRODUCTION 

Nanotechnology provides a new set of tools to control matter 
on an atomic and molecular scale. With such tools, we are 
able, on the one hand, to create atomically precise materials 
and structures with revolutionary electrical, optical and 
mechanical features. On the other hand, for the first time ever, 
we can interact with living systems on the same scale as they 
naturally interact, i.e., the molecular scale. Ultimately, at the 
intersection of these two paths, human-made nanostructures 
can be engineered to engage with living systems on the 
nanoscale level. In fact, nanosensors and nanoactuators, able 
to both monitor and control biological processes at (sub) 
cellular level, have already been developed. For example, 
researchers have successfully employed surface plasmon 
resonance (SPR) particle-based nanosensors to analyze 
biomarkers circulating in body fluids to diagnose deadly 
diseases, ranging from different cardiovascular and neuronal 
diseases [1, 2, 3, 4] to, more recently, different types of 
cancer [5, 6, 7, 8].  

Similarly, in addition to nanosensors, nanoactuators that 
leverage electrical, optical and chemical principles have also 
been developed. Among others, targeted drug delivery 
systems (DDSs) are being intensively studied nowadays, as 
they are at the cutting edge of modern medical therapies [9, 
10, 11, 12]. The goal of a DDS is to deliver a drug only to 
where it is required, thus avoiding any healthy tissue from 
being affected. Recently, drugs composed of nanoparticles 
have been diffused into the blood stream for this very purpose.  

For the time being, however, nanoparticle applications need 
external macro-sized equipment to operate them, which 
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drastically limits the applications in which they can be 
utilized. In the future, smart nanoparticles or nanomachines 
able to collect, process and share information, will enable 
transformative applications of nanotechnology in diverse 
fields [13, 14]. Nanomachines are devices up to a few hundred 
cubic nanometers in size and possess computing, data storing, 
sensing and actuation capabilities.  

Interconnecting nanomachines in a network, or nanonetwork, 
overcomes the limitations individual nanodevices may have. 
Nanonetworks are expected to expand the capabilities of 
single nanomachines, in terms of both complexity and range 
of operation, by allowing them to coordinate, share and fuse 
information. Nanonetworks will allow new nanotechnology 
applications in environmental research, biomedical scenarios, 
and industrial use [15], among others, to be developed. 
Ultimately, integrating nanonetworks with macronetworks 
and the Internet, will result in cyberphysical systems such as 
the Internet of NanoThings [16] and the Internet of Bio-Nano 
Things [17]. 

In this article, we focus on the biomedical applications of 
nanonetworks; a truly interdisciplinary and novel field. First, 
we discuss the technologies that enable the devices that will 
eventually form the nanomachines to be created (Sec. 2), and 
then present the communication alternatives for 
nanonetworks, including nano-electromagnetic 
communications for nanomaterial-based nanomachines 
(Sec. 3) and molecular communications for biologically-
defined nanomachines (Sec. 4). While having a fully-
operational nanomachine available is still a future objective, 
in the meantime bio-device-oriented research and 
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communication-focused investigations will benefit from the 
resulting research into nanonetworks.  

2 NANOTECHNOLOGY: A TOOLBOX FOR 
CREATING NANOMACHINES 

In 1959, the Nobel Laureate physicist Richard Feynman 
described how the manipulation of individual atoms and 
molecules would allow more functional and powerful human-
made devices [18]. In his vision, Feynman talked about having 
fully-functional atomically precise nanodevices. During that 
same talk, he noted that, upon reaching the nanoscale, several 
scaling issues would arise and require the engineering 
community to totally rethink the way in which nanodevices 
and nanocomponents were conceived.  

More than a half-century later, current technological trends, 
which are still mainly based on the miniaturization of existing 
manufacturing techniques, are facing the very limitations he 
predicted. Consequently, as these new nanoscale properties 
are taken into consideration, the way in which components 
and devices are created needs to be rethought and redesigned. 
Moreover, from the very beginning a whole new range of 
applications can be enabled through the development of 
devices able to benefit from these nanoscale phenomena. Such 
are the challenges to be found at the core of nanotechnology.  

Among the many other applications, nanotechnology can be 
used to build miniature functional nanomachines. As first 
discussed in [13, 15, 16], there are different approaches not 
only to designing and manufacturing nanomachines (Figure 
1), but also to classifying them. On the one hand, we can 
distinguish between top-down and bottom-up approaches. In 
a top-down approach, the focus is on miniaturizing existing 
devices (e.g., sensors, actuators, processors, memories) with 
or without loss of functionality. Improvements in 
photolithography (i.e., the use of light and photomask 
processes to build electronic and optical circuits) and electron 
or ion beam lithography are examples of top-down designs in 
which the starting point was a macro-structure (e.g., a silicon 
wafer) from which the nanodevices were then defined. In a 
bottom-up approach, the objective is to create essentially new 
devices starting from the most fundamental of elements: 
atoms. Controlled biochemical reactions and atomic force 
microscopy are examples of two tools that nanotechnology 
provides the community with to create nanomachines in a 
bottom-up approach.  

 

Figure 1: Nanomachine design approaches. 

On the other hand, a separation can be made in terms of 
human-made processes and biological or naturally occurring 
processes. The objective of the latter is to take millions of 
years of evolution and exploit what Nature has provided us 
with. Bio-molecular processes and living cells are perhaps the 

most sophisticated nanomachines we see today. Nevertheless, 
while it would be easy to claim that Nature provides us with 
the best way to create nanomachines, capabilities beyond the 
natural ones can be obtained in a hybrid approach that 
combines the best of both worlds. 

The way in which nanomachines are built ultimately 
determines the way in which they can communicate. For the 
time being, there are two main approaches to nanomachine 
design and, thus, to the way they communicate. In other 
words, there are nanomaterial-based nanomachines that 
communicate through nano-electromagnetic communication 
at Terahertz (THz) and optical frequencies, and biological 
nanomachines that communicate via molecular signals. 

3	NANOMATERIAL-BASED	NANONETWORKS	

3.1 From Nanomaterials to Nanomachines 

Nanomaterials either have a nanoscale external dimension 
(sizes range from approximately 1 to 100 nm) or a nanoscale 
internal or surface structure. A popular nanomaterial is 
graphene [19], which is a one-atom-thick planar sheet of 
bonded carbon atoms in a honeycomb crystal lattice. Despite 
having been theoretically investigated since 1859, it was not 
until 2004 that Andre Geim and Konstantin Novoselov 
successfully produced it experimentally. For this and their 
pioneering experimental studies into graphene, they were 
awarded the Nobel Prize in Physics in 2010. Graphene comes 
in different forms, including graphene nanoribbons (GNRs), 
i.e., thin (≤ 50 nm) strips of graphene, carbon nanotubes 
(CNTs), i.e., rolled GNRs, and buckyballs, i.e., graphene 
spheres.  

Graphene is one of the world’s lightest and thinnest materials. 
As it is stronger than diamond and has very high electron 
mobility, it is a very good conductor and can absorb light 
effectively. Although graphene is the first of its kind, it is not 
the only two-dimensional material that exists. As of today, 
more than one hundred 2D nanomaterials have been reported, 
including Molybdenum Disulfide (MoS2) [20] and Hexagonal 
Boron Nitride (hBN) [21], all with different electronic 
properties. Moreover, by combining different nanomaterials,  
new nanostructures with novel properties can be 
produced [22]. 

Figure 2: Conceptual architecture of a nanomachine. 

By utilizing nanomaterials and the tools provided by 
nanotechnology, the different components that compose a 
nanomachine can be produced. Figure 2 depicts the 
conceptual architecture of such a nanomachine (adapted from 
[14]). The nanoprocessor interprets commands and processes 
data. From a physics perspective, a processor is a collection 
of (up to millions of) transistors. To be able to produce 
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nanoprocessors, smaller transistors must be developed, i.e., 
with a shorter channel length. Current commercially-available 
processors are based on 32 nm, 22 nm and 14 nm transistor 
technology. To date, the smallest transistor built is on a 
graphene strip of just 10 by 1 carbon atoms, i.e., less than 1 nm 
long [23]. This technology allows not only for very small 
transistors to be produced, but they are also able to be operated 
at higher clock frequencies. 

Nanomemory is responsible for storing both the instruction set 
to be executed and the data collected; both of which are 
ultimately represented as a collection of bits (“0"s and “1"s). 
To decrease memory size, the number of atoms required to 
store a bit must also be reduced. Ultimately, single-atom 
memories are the basis for ultra-compact data storing in 
nanomachines. For the time being, different single-atom 
memories based on different physical principles have been 
demonstrated, including electronic [24] and optical 
memories [25]. 

Furthermore, in addition to the nanobatteries required to store 
energy [26], and because it is impossible to manually recharge 
individual nanobatteries, nanogenerators are needed to power 
the nanomachines so they can operate continuously. To date, 
different energy harvesting systems have been demonstrated, 
including mechanical energy harvesting through piezoelectric 
devices (i.e., devices able to convert vibration and mechanical 
deformations into electrical currents) [27], and 
electromagnetic energy harvesting at optical (photovoltaic) 
and RF frequencies (rectennas) [28]. 

Nanosensors and nanoactuators have been developed by using 
graphene and other nanomaterials that are able to detect and 
measure the presence of biological agents such as viruses or 
cancerous cells [7].  

For communication purposes, nanomachines also require 
miniature transceivers and antennas. On the one hand, noble 
metals, such as gold and silver, can be employed to produce 
plasmonic nanoantennas which are just hundreds of 
nanometers in length and can efficiently operate at infra-red 
and visible optical frequencies [29]. These require similarly 
small nanolasers [30] and nanophotodetectors [31] to operate. 
Graphene can be employed to build miniature 
nanotransceivers [32] and nanoantennas [33,34] that operate 
at frequencies much lower than their metallic counterparts. 
Such devices open up many opportunities for communication 
in nanonetworks; as we explain next. 

3.2 Electromagnetic Nanoscale Communication 

The very small size of nanoantennas obliges the use of very 
high frequencies for electromagnetic wireless communication 
between the nanomachines. This ranges from the THz band to 
the infrared and visible optical frequency bands and presents 
many challenges as well as new opportunities for 
electromagnetic nanonetworks [35]. 

The first step involves understanding how THz and optical 
signals propagate within and across the human body. 
Electromagnetic waves propagated at THz-band and optical 
frequencies suffer from spreading, absorption and scattering. 
Moreover, the expansion of the wave front also attenuates the 

electromagnetic waves; something which is a common 
drawback to any wireless communication system. 

The molecular absorption loss is the attenuation due to the 
conversion of electromagnetic energy into kinetic energy 
inside vibrating molecules. In fact, at THz and optical 
frequencies, electromagnetic waves can induce internal 
vibrations into molecules (but cannot break molecules 
because they are not ionizing). The scattering loss refers to 
signal misplacement resulting from the diffusion and 
reflection of electromagnetic waves as they propagate through 
a non-perfect medium. The amount of loss depends on the 
obstruction size in terms of wavelength. At THz frequencies, 
molecular absorption poses the greatest problem [36, 37], 
whereas at optical frequencies scattering is the main challenge 
to overcome [38]. 

The second step to electromagnetic nanonetworks involves 
defining the waveforms or types of signals to be transmitted 
and able to encapsulate the capabilities of nanomachines and 
the peculiarities of the channel. In this direction, the 
transmission of very short pulses, just one-hundred-
femtosecond long, has been proposed for efficient 
communication in nanonetworks [39]. These pulses, whose 
main frequency components are in the THz band (between 0.5 
and 4 THz), can be generated with nanotransceivers and are 
already widely used in THz (nano-bio) sensing applications. 
Similarly, optical sources can commonly be operated in 
pulsed or continuous wave modes. In addition, because of the 
challenging propagation environment and the expectedly very 
weak signals that can be transmitted in the body, ways to 
prevent or recover from signal errors and increase the 
reliability of the system are needed [40]. Independent of the 
modulation and coding process, synchronization, because of 
the very low power and very short duration of the symbols, is 
an important issue that must be resolved.  

In the applications envisioned in Section 5, large assemblies 
of nanomachines will need to be orchestrated to work towards 
the same goal. In communication jargon, this involves 
defining networking protocols. The very large bandwidth at 
THz and optical frequencies allows for parallel simultaneous 
links between nanomachines. On the other hand, the very 
large number of nanomachines in nanonetworks requires the 
development of new addressing schemes, which can help to 
uniquely identify nanomachines in the network. In addition, 
due to the limited transmission range of nanomachines, multi-
hop relaying and routing strategies need to be developed [41]. 

4	BIO-MOLECULAR	COMMUNICATION	NETWORKS	

4.1 Bio-Nanomachines 

The concept of the bio-nanomachine comes as an abstraction 
of the tools available today to program, control, and interact 
with computational structures in the biological environment. 
In particular, a bio-nanomachine is identified with a 
programmable cell [17], made possible by the latest 
developments in synthetic biology and nanotechnology. 
While the former provides tools to tap into the genetic code of 
biological cells, enabling the manipulation of cell behavior 
and functionalities [43], the latter opens the way to developing 
artificial cells from the ground up [44]. 
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The primary components of a bio-nanomachine are the basic 
functional units utilized by cells, i.e., organic molecules 
(nucleic acids, proteins, etc.). These are organized together to 
form structures and interact through chemical reactions. In 
particular, as shown in Fig. 3, thanks to the aforementioned 
technologies, we can compare the molecular elements of a cell 
to the elements of a nanomachine, as defined in Sec. 3.1 [17]. 
In other words, the nanomachine’s processor is the molecules, 
chemical reactions, and molecular structures (e.g., ribosomes) 
that allow the information from DNA to be expressed into 
proteins or cell behaviors. The nanomemory, meanwhile, 
corresponds to the molecular content of the entire cell and the 
nanobattery is the reservoir of the Adenosine Triphosphate 
(ATP) molecule managed by other molecular structures, the 
mitochondria. The nanosensors and nanoactuators correspond 
to the molecules and molecular structure able to react to or 
interact with the external environment and finally, the cells 
communicate with each other and the environment primarily 
by exchanging molecules on the nanoscale; a paradigm which 
has been investigated in communication theory in the past 
decade and is explained next. 

Figure 3: Functional relationship between the elements of a 
nanomachine and a biological cell. 

4.2 Bio-Molecular Communications 

In a biological environment, molecules are basic information 
exchange units as their structure and concentration convey 
information between cells. How the molecules propagate 
between biological cells has been a defining concept in the 
studies undertaken by the communication theory community 
[15], in their attempt to control or re-engineer the components 
using the aforementioned engineering technologies [45]. For 
example, the study of molecule diffusion as a communication 
channel has resulted in transformative models and theories 
[46, 48] which have found direct applications in biomedicine 
[52]. To date, several other molecule-based information-
exchange processes have been studied by this discipline, 
known as Molecular Communication (MC) theory. The 
exchange processes range from intracellular molecular motors 
[49] and cell chemotaxis [51], to gap junction between cells 
[50], including the whole cardiovascular system [51]. 

Applying communication theory to the biological 
environment when studying MC, has brought about a novel 
approach to exploring biochemistry and the information 
therein. The study of how information is distorted in the 
channel [46], as well as the effect noise sources have [47], and 
the mathematical modeling of the amount of information that 

can be theoretically conveyed [48], are bringing an 
information-centric forward-engineering approach to the 
development of systems based on these processes, where 
mathematical models are utilized in advance of experimental 
testing and clinical trials. As an example, MC theory has been 
applied to study the information that is propagated through 
cells [61]. A specific example of this is in cancer biology, 
where information losses during propagation are correlated to 
the initiation and progression of cancer cells [62]. A further 
example is studying the potential for designing MC systems 
through synthetic biology [63] and, inspired by their 
electronic counterparts, the engineering of novel 
communication functionalities in cells [54, 55]. 

While achieving a complete communication engineering 
framework based on MC, able to bring to biology the lessons 
learned in classical communication systems and networks, 
e.g., the Internet, is looking increasingly promising, the 
research community is constantly being faced with new 
challenges as well. One of the most prominent of which is the 
inherent complexity of biochemistry with respect to human-
made circuits and systems, and which often results in dealing 
with communication channels that are not analytically 
tractable, mostly because of non-linear behavior and cross-
talk from shared media and environments. The ultimate 
frontier in this field will be to build heterogeneous interfaces 
where MC-based systems could interact with electronic, or 
even nanomaterial-based systems[17]. 

 

5	APPLICATIONS	
In this section, two key applications, namely, i) the Internet of 
Bio-Nano Things and ii) an example of a molecular 
communication system model for particulate drug delivery 
systems, are described as examples of target scenarios where 
nanonetworks can play a crucial role.  

5.1 The Internet of Bio-Nano Things  

For more than twenty years, but particularly over the last 
decade, the Internet of Things (IoT) has become a key topic 
for fundamental and applied research. In the IoT, physical 
objects embedded with sensors, electronics, software and 
network connectivity, can both collect and exchange data as 
well as receive control commands and act accordingly. The 
IoT, which is the best example of a cyber (Internet) and 
physical (Things) system, is at the basis of many applications 
in medical, environmental, commercial, and military and 
defense fields. 

One of the fundamental challenges facing the IoT is how to 
sense or collect data without altering the process being 
monitored. To this end, major research efforts have been 
focused on developing tiny, concealable and non-intrusive 
Things. Along these lines, the concept of the Internet of Nano-
Things (IoNT) was defined almost ten years ago [16]. The 
objective of the IoNT is not only to make smaller devices or 
Nano-Things, but to utilize them in sensing processes or 
collecting data on nano- and micro- scales. For example, using 
nanosensors, chemical components with a single molecule 
resolution can be detected. Of course, the development of such 
nanosensors is only one step towards the overall development 
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of the IoNT, as this also requires developing new 
communication solutions for nanomachines (Sections 3 and 4 
in this paper), interfaces between nanomachines and 
micro/macro-devices, and new communication protocols to 
glue all the elements together. 

Obviously, one of the immediate applications for such sensor 
technology is in the biomedical domain. While the majority of 
existing nano-bio-sensing strategies rely on using 
nanomaterial-based nanomachines (e.g., engineered 
nanoparticles, magnetic nano-rods), it is easy to imagine that 
the biological Nano-Things are much better suited for the 
intra-body/medical domain. As such, the Internet of Bio-
Nano-Things (IoBNT) [43] was introduced five years ago. 
The fundamental idea underpinning the IoBNT is to, instead 
of utilizing nanomaterial-based nanomachines (Section 3), 
leverage bio-nanomachines (Section 4). As we discussed 
earlier, such bio-nanomachines can be programmed using 
synthetic biology and can communicate via molecular signals. 
Below are some of the applications envisioned for this truly 
cyber-physical system aimed at interconnecting biological 
processes in the human body with the Internet: 

• Intra-body sensing and actuation: In this application, 
Bio-Nano-Things operate inside the human body and 
collaboratively collect health-related information, transmit 
it to an external healthcare provider through the Internet, 
who, in turn, then sends control commands to trigger 
different processes such as the synthesis and release of 
drugs, see Figure 4.  

• Intra-body connectivity control: In this scenario, Bio-
Nano-Things are utilized to recover lost functionalities in 
the body (such as those resulting from neurodegenerative 
diseases) by re-establishing the communication between 
dysfunctional and disconnected areas.  

Figure 4: Network architecture for the Internet of 
NanoThings. 

• Environmental control and cleaning: As an example of 
an application outside the human body, Bio-Nano-Things 
can also be utilized to monitor an ecosystem and check for 
toxic and pollutant agents and then collaboratively 
transform these agents. An example of this is the bacteria 
that can clean up oil spills.  

5.2 A molecular communication model for particulate 
Drug Delivery 

As we briefly discussed in the Introduction, one of the very 
first applications of nanotechnology developed nanoparticles 
for nano-bio-sensing. A quick scholarly search returns more 
than 70,000 published papers in the broad field of 
nanosensing, with the vast majority relating to the use of 
photonic and magnetic metallic and plasmonic nano-
structures. As important as sensing biological processes with 
nanoscale resolution is, being able to actuate on such 
biological processes with nano-accuracy is a fundamental 
challenge. Along these lines, major research efforts have been 
focused on developing innovative particulate Drug Delivery 
Systems (DDSs). 

In targeted DDSs, the fundamental idea is to engineer release, 
control propagation and selectively activate drug-carrying 
particles in the human body. Therefore, a DDS can be 
considered an MC system, where the information conveyed 
by the particles is the therapeutic action [10, 52]. A particulate 
DDS takes advantage of the blood circulation in the 
cardiovascular system to propagate drug particles from the 
location where they have been injected into the blood flow, to 
the targeted site. Here, as shown in Figure 5, we describe a 
particulate DDS as three-fold process: injection, propagation, 
and delivery.  

Two processes govern their propagation, namely, advection 
and diffusion. Advection is the process by which the particles 
suspended in the blood follow the heart-imposed flow and 
pass through areas at different velocities. Diffusion refers to 
the process by which individual particles are subject to 
Brownian motion and so move within the blood from a region 
of higher concentration to one of lower concentration. In this 
application example (Figure 5), the molecular communication 
abstraction of a particulate DDS is accomplished by 
developing an MC channel model of the drug particle 

propagation through the cardiovascular system. For this, two 
separate contributions are identified within the model: the 
cardiovascular network model and the drug propagation 
network model.  

Figure 5: Scheme of the MC channel model of a particulate 
DDS. 

Thanks to MC theory, we can now precisely control the 
release, propagation and activation of drug particles, 
following an analytical approach instead of an empirically-
driven methodology.  
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6	AUTHORS’	INSIGHT	INTO	THE	TOPIC	
Up to this point, we have described the enabling technologies, 
communication alternatives and potential applications of 
nanonetworks in biomedical paradigms. Nevertheless, there 
are several knowledge gaps, and thus, research opportunities 
and challenges that need to be grasped and resolved for this 
vision to be made real. 

In terms of nanomaterial-based nanomachines, one of the 
major challenges relates to the biocompatibility of the 
materials and the resulting nanodevices and nanomachines. 
As with any foreign body entering the human body, the 
immune system will react to it and try to isolate, if not 
eliminate, it from the system. To avoid this, biocompatible 
coatings that protect the nanomachine, while still ensuring its 
working conditions, will need to be developed. 

Similarly, the use of electromagnetic signals inside the human 
body could raise some issues. As discussed in Section 3.2, 
optical, and especially THz-band signals, are absorbed by the 
different types of molecules in the body; in particular water 
content in the blood plasma and hemoglobin in the red blood 
cells. While this radiation cannot break molecules, it does 
induce internal vibrations and, as bodies belonging to a liquid 
or solid entity cannot freely vibrate, friction occurs. This 
friction eventually leads to heat, and so the resulting 
photothermal effects need to be studied. Ultimately, the use of 
biocompatible modulations is needed. For example, while it 
might not be needed from the application perspective, 
transmitting at very high data-rates can lead to very short 
transmissions and, thus, minimal photothermal effects. Once 
again, a joint design of device, channel model and 
communication system is needed. 

The same consideration can be made for biomolecular 
communications, where molecular signals coming from 
engineered devices may interfere with natural body processes, 
such as the aforementioned immune system, or even pollute 
body tissue with the presence of unwanted chemical 
compounds. The example of the MC modeling applied to the 
DDS mentioned in Section 5.2, demonstrates the potential 
cross-disciplinary investigation has, where a communication 
systems approach is applied to solve physiological 
biodistribution problems. 

In terms of bionanomachines, one of the most promising lines 
comes from the latest gene editing tools, such as CRISPR-
Cas9, derived from synthetic biology, and which are enabling 
a direct reprogramming of the very same cells that compose 
our body [60]. While this could potentially solve 
biocompatibility problems in the development of an IoBNT 
for biomedical applications, (as described in Section 5.1), 
safety and ethical concerns need to be addressed before such 
systems can become part of clinical reality. On the one hand, 
questions such as the predictability of the effects that a 
functioning and living IoBNT can have inside the human body 
currently clash with the complexity and (many) unknowns of 
the biology underlying our organism. On the other hand, the 
risks in utilizing IoBNTs for non-medical goals, i.e., to create 
a perfected organism, or “superhuman”, need to be discussed, 
together with realistic mitigation strategies. 

We believe that the solution to all the aforementioned research 
challenges, as well as its concerns, will come from a 
collaboration between computer engineers and the biomedical 

community that is based on a common interface and 
understanding. Several of the concepts presented in this paper, 
especially those comparing biological processes to 
interconnected computing systems, are efforts heading in this 
direction. 

7	CONCLUSIONS	
Nanonetworks are expected to impact almost every field of 
our society, including health care. To enable communication 
among nanomachines, new communication alternatives that 
contemplate the nature of nanoscale need to be designed. As 
nanotechnologies are expected to grow considerably and, 
likewise, their potential to detect and diagnose numerous 
health related issues, the challenges for research are to further 
enhance their current capabilities and ensure applicability not 
only in the biomedical domain, but also across a broader range 
of deployments as well.  

While the Internet of Things is enabling the pervasive 
connectivity of real-world physical elements between 
themselves and the Internet, the Internet of NanoThings 
proposes to push the limits of this concept to nanotechnology-
enabled nanoscale devices. Synthetic biology and 
nanotechnology can be combined to develop new nanothings 
based on the control, reuse, modification, and reengineering 
of biological cells. A relevant challenge is to facilitate their 
ability to communicate and network. For instance, the goal of 
a DDS is to provide a localized drug presence where the 
medication is needed, all the while preventing the drug from 
affecting other healthy parts of the body. The Molecular 
Communications paradigm condenses the propagation of 
information between a sender and a receiver and executed 
through the molecules that must physically cover the distance 
from one location to the other.  

Beyond nanomaterial-based nanomachines or synthetically 
engineered living cells, hybrid nano-bioengineered 
nanomachines and nanonetworks will enable unique 
applications and capabilities; some of which are yet to be 
envisioned. The Internet of Bio-Nano Things technologies 
presented here, could pose serious security threats if handled 
with malicious intent. For instance, Bio-Nano Things could be 
used to access the human body and steal personal health-
related information, or even create new diseases. These 
problems should be addressed by combining the existing 
security methods with the original security mechanisms 
evolved by Nature, such as the human immune system. 

 

LIST OF ABBREVIATIONS 

• ATP Adenosine Triphosphate  
• DDSs Drug Delivery Systems  
• IoBNT Internet of Bio-Nano Things  
• IoNT Internet of NanoThings  
• IoT Internet of Things  
• IP Internet Protocol  
• MAC Medium Access Control  
• MC Molecular Communication  
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